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ABSTRACT

Developing safe vehicle automation systems is crucial for the commercialization of automated driving. One of the major
challenges for the release of fully automated driving is functional safety. Automated driving systems explode in complexity
due to an infinite number of occurring scenarios. Thereby, the derivation of safety requirements for complex automated driving
functions lacks a categorization to tackle the completeness issue. This work presents a structure for a fault tree-based approach
to derive safety requirements from safety goals systematically in compliance with the international standard of functional safety
for road vehicles known as ISO 26262. The investigation of the state of the art reveals that a functional safety concept for fully
automated valet parking (AVP) has not yet been targeted. The methodology is therefore applied on the example of automated
valet parking to elaborate a safety concept which was not yet investigated.

Beforehand, the AVP system was split into a manageable amount of relevant functional scenarios to decrease complexity. For
each scenario, a Hazard Analysis and Risk Assessment (HARA) was performed. A set of safety goals was elaborated. The
approach utilizes a fault tree-based Sense-Plan-Act architecture to achieve a large coverage of possibly derivable safety
requirements from safety goals. The sense phase contains the acquisition of sensor data and leads to three uncertainty domains:
state, existence, and class uncertainty. The plan segment includes the situation comprehension and action planning. Thereby,
the transportation mission can be split into five tasks. The act block represents the execution of the planned trajectory.
Longitudinal and lateral vehicle dynamics such as steering, shifting, accelerating, and braking are performed. A violation of a
safety goal occurs if at least one of the failure events in the sense-, plan-, and act-phase is present. The methodology is suitable
for safety goals which follow the specified Sense-Plan-Act pattern.

INTRODUCTION

The globally leading cause of death among people aged 15-29 in the year 2012 are road traffic accidents [1]. 94 % of crashes
can be tied back to human error [2]. In 2015, the United Nations agreed to global goals for sustainable development. The goal
“good health and well-being” concerns road safety in which the number of global deaths and injuries from road traffic accidents
shall be halved by 2020. Safe automated systems that intervene in case of a proximate accident and release the driver from the
responsibility are required. Thereby, functional safety is one of the major challenges for the release of automated driving [3]. An
automated driving function shall be harmless in all operating states. The system shall identify hazards and reach a safe location
in which the vehicle is no hazard for other participants. The international standard for functional safety ISO 26262 specifies a
systematic procedure for designing functionally safe electrical and electronic systems [4]. ISO 26262 and international standards
for other domains are derived from the IEC 61508 [5].

Automated systems from different domains have a common denominator: exploding complexity. A nearly infinite number of
possible scenarios has to be tested. The European Union (EU) project ENABLE-S3 focuses on the reduction of today’s cost-
intensive verification and validation process to establish efficient methods for the commercialization of automated cyber-physical
systems. Different approaches have to be targeted in order to cope with the increasing complexity regarding the development of
safe automated systems.
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A major challenge is to develop a functionally safe distributed system in which independent subsystems share responsibility for
the automation task. Such a distributed system is fully Automated Valet Parking (AVP). AVP is realized through cooperation
between the automated vehicle and a Parking Area Management system (PAM). The automated vehicle operates driverless and
is classified as level 4 of SAE International’s taxonomy of driving automation [6]. The use case provides an automated parking
procedure. In previous work, a scenario-based methodology for functional safety according to ISO 26262 was presented and
applied on the safety analysis of AVP [7]. The following pre-conditions were assumed for AVP:

1. Parking management system and automated vehicle manage the driving task in cooperation.

2. The handing over and requesting back procedure of the automated vehicle to/ from the PAM is instructed via a terminal
(human-machine interface, HMI).

3. Manually and automatically operated vehicles are allowed to enter the parking garage.
4. Pedestrians, animals, obstacles, etc. sojourn in the car park.

5. Drivers and passengers have to leave the automated vehicle before AVP is activated.
6. Parking construction prevents dangers caused by running engines.

The described constraints served as an input to break down the system’s functional behavior into scenarios. Thereby, the AVP
system was split into a manageable amount of relevant functional scenarios to decrease complexity. For each scenario, a Hazard
Analysis and Risk Assessment (HARA) is performed. As a result, a more complete set of safety goals was elaborated as indicated
in Table 1.

This work is structured as follows: Section 2 contains the related work of functional safety. Section 3 illustrates a structure for a
fault-tree-based approach to derive functional safety requirements for automated driving. Thereafter, the presented methodology
is applied using the example of fully automated valet parking. Section 4 shows the elaborated safety requirements from safety
goals for AVP. Section 5 summarizes the results of the safety requirements and gives a brief outlook for developing a safety
concept.

Table 1.
Safety Goals for Automated Valet Parking [7]
ID Safety Goal ASIL
Unintended activation of the valet parking function outside of the PAM-controlled
SGO1 . D
parking area shall be prevented.
SGO02 The integrity of the communication between the PAM and the vehicle shall be ensured. D
SGO03 The system shall prevent a collision between automated vehicles and persons. C
SG04 The vehicle shall not start moving during embarkment and disembarkment. C
SGO05 The system shall prevent collisions with other vehicles. B
SG06 The system shall notify a human supervisor in case of a collision or fire. B
The system shall ensure that the vehicle stays within the (statically defined) drivable area
SGO07 . B
during AVP.
SGO08 The valet parking function shall be disabled if people are inside the vehicle. A
SGO09 The system shall prevent collision of automated vehicles with objects. A
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RELATED WORK

A major challenge for the release of automated driving is the issue of testing. Up to now, only the international standard ISO
26262 illustrates a systematic process for developing functionally safe electrical and electronic systems in the automotive
domain. Neither a standard, nor a methodology is specified to elaborate a safety concept specifically for automated driving.
However, functional safety as well as a corresponding methodology for developing a safety concept for such complex systems
is crucial for the release of automated driving [8].

Alexander et al. [9] combined several existing approaches to develop a methodology for deriving safety requirements for
autonomous systems. The authors describe the derivation of safety requirements as a three-stage process. In the first step, harmful
events are determined (hazard identification). Causes of the hazards are explored (hazard analysis) and finally safety
requirements can be derived from causes. The system is seen as a combination of operators (Combined Autonomous Systems,
CAS) in which hazards may occur. High-level capabilities of CAS are determined and hierarchically decomposed in lower level
capabilities until these can be analyzed for safety (Hall-May [9]). The authors consider autonomous systems in general.
Autonomous systems from other domains will lead to different safety requirements e.g. by comparing automated systems in the
health domain with automated driving functions.

The fault tree analysis is a deductive approach starting with a top undesired event and is suggested in the ISO 26262 beside a
Failure Modes and Effects Analysis (FMEA) and Hazard and Operability study (HAZOP) for safety analysis. FTA is also used
in the nuclear power and aerospace sector. Failure events can be identified by considering Boolean logic. The main advantage
of a FTA is that it displays interactions between events in a graphical format [11]. The interaction cannot be seen from a FMEA.
A FMEA is more suitable for an inductive failure analysis of components and subsystems. Furthermore, the FTA should contain
all failure modes of a FMEA.

Lambert applied a qualitative FTA on a car starting system [12]. Thereby, the applier has to identify the failure modes that cause
the top event. Starting from the top undesired event that the car does not start, the author shows a logical progression of undesired
events connected via AND and OR logic. However, a vast number of undesired events may occur with increasing system
complexity. The elaboration of a FTA for automated driving systems without providing any structure is challenging.

Stolte et al. [13] derived safety goals and functional safety requirements of actuation systems for automated driving by applying
a system theory-based methodology. The authors used a System-Theoretic Process Analysis (STPA) to identify unsafe control
actions and its causes which serve as an input for a HARA. Furthermore, safety requirements are derived from a control structure
and corresponding unsafe control actions. The authors do not determine safety requirements for perception or planning modules
of automated vehicles. The trajectory input was assumed to be correct and only actuation systems of automated vehicles were
analyzed.

The national project PEGASUS [14] applies a scenario-based approach to reduce driving test distances for a statistical approval
of highly automated driving. It is assumed that the majority of the driven mileage is uncritical and only critical scenarios are
required to be investigated. Amersbach and Winner [15] proposed a six-layer decomposition of the automated driving function.
The six layers are Information Access, Information Reception, Information Processing, Situational Understanding, Behavioral
Decision, and Action. A matrix to allocate fail criteria to functional layers and relevant scenarios is built. Fail criteria are
identified by using a FTA. Redundant fail criteria that are “subsets or intersecting sets of each other” are combined and thus the
testing effort is reduced. Test cases and environments are derived from fail criteria for the use of safety approval. However, the
authors propose a different approach and do not relate to the ISO 26262 standard. The interaction of different subsystems is not
targeted.

Furthermore, there is still a risk of a violation of a safety goal without any malfunction. It is therefore required to consider the
safety of the intended function (SOTIF). A sub-working group was built within ISO 26262 to specify when a target function
behaves safely. The results are present in the ISO/WD PAS 21448. This work aims to cover critical scenarios, which are not
only a result of malfunction, but also the safety of the intended functionality.

Reschka et al. [16] investigated safety concepts for automated driving without driver monitoring. The analysis leads to high-
level safety mechanisms to handle potential hazards for AVP systems. More specific safety requirements are not presented.
Bosch and Daimler [17] released the first prototype for infrastructure- based AVP in a mixed traffic parking garage. However,
further specification concerning the safety are missing. Chirca et al. [18] and Schwesinger et al. [19] provide mainly a
technical description of an AVP service in which safety is not of major focus.

The state of the art reveals that a structure for breaking down highly complex and self-driving automation systems is missing.
This work aims to overcome the lack of a recipe for deriving safety requirements from safety goals. This work presents a
methodology how such a specification can be achieved by deriving safety requirements for automated driving systematically in
compliance with the international standard ISO 26262. The approach utilizes a fault tree-based technique to achieve a large
coverage of possibly derivable safety requirements. The issue of completeness is targeted qualitatively by applying a deductive
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Figure 1. The violation of a safety goal occurs if at least one of the failure events in the sense-, plan-, and act-phase is
present.

method. The methodology is applied on cooperative valet parking for which a safety concept is still missing in the state of the

art.

METHODOLOGY

The methodology presented in this work provides a path to systematically derive safety requirements from safety goals. A fault
tree-based approach is proposed to ensure a more complete set of safety requirements. Sequential robot control architectures are
known as Sense-Plan-Act or Sense-Model-Plan-Act architectures. Thereby, the signal processing steps of the sensor data
acquisition, the environment modeling, the planning, and finally the actions are executed sequentially. Sequential architecture
elements serve for achieving a long-term goal, e.g. the execution of a driving mission [20]. In the following the terms Sense,
Plan, Act and the corresponding breakdown into segments are introduced. Figure 1 indicates the safety analysis of a Safety
Goal’s violation.

Sense: The Sense phase contains the acquisition of sensor data and modelling of the environment. According to Dietmayer et al.
[21] detecting static and dynamic objects and physically measuring them as precisely as possible, leads to three uncertainty
domains visualized in Figure 2:

State uncertainty: Represents the measuring errors of physical measured variables, especially the object’s dimensions
(Iength, width, height), the object’s pose and the object’s velocity.

Existence uncertainty: Outlines the uncertainty whether an object captured by the sensors and mapped into the
representation actually exists. This concerns mainly false positives and false negatives. For example, emergency braking
should only be executed in case of a high existence probability.

Class uncertainty: Describes uncertainty of the capability to classify the object’s membership in order to predict the
object’s behavior. Type of object might be for example pedestrians, bicyclists, trucks, or cars. The degree of granularity
is dependent on the use case.

Plan: The Plan segment includes the situation comprehension and action planning. The transportation mission can be split into
five tasks which are partly computed by today’s navigation systems. These five steps are given in Figure 3:

Mission Planning: In the first step, a mission has to be planned from the current location to the destination.

Route Planning: A route has to be determined in order to get to the destination.

Behavior Planning: Selects a sequence of maneuvers by considering other traffic participants, traffic rules and restrictions.
Maneuver Planning: Maneuvers such as lane changes have to be executed.

Trajectory Planning: A trajectory has to be calculated to perform necessary maneuvers.

Timing constraints for the start and end of each maneuver and the calculation of the maneuver trajectory have to be specified.

Schénemann 4



Sense-failure

Class of
Membership

0
a eam Plan-failure

1N Y W

Mission Route Behavior Maneuver Trajectory
Pose Dimensions Velocity Planning Planning Planning Planning Planning

Bu g ! %Oﬂo’ ilele MFE? el

0e ] (] 8 2 g

Figure 2. According to Dietmayer [17] an uncertainty in  Figure 3. According to Lotz [22] the driving mission can
the sense phase occurs if the object’s state variables such  be split into mission planning, route planning, behavior
as the object’s pose, the object’s dimensions, and the planning, maneuver planning, and trajectory planning.
object’s velocity are not measured with sufficient  For maneuver and trajectory planning, timing constraints
precision or if the object’s existence or its class of  for calculation and execution are crucial.

membership are uncertain.

State variables Existence

Act: The Act block represents the execution of the planned trajectory. The following vehicle control inputs are required for
performing longitudinal and lateral vehicle dynamics: Steering, shifting, accelerating, and braking. A complete electrification of
actuators is mandatory. This is realized by today’s X-by-Wire concepts: Throttle-by-Wire, Brake-by-Wire, Shift-by-Wire, and
Steer-by-Wire [19]. Thereby, either the targeted steering, shifting, acceleration, and braking parameters are not plausible for the
executed maneuver in terms of range and time or corresponding vehicle components are corrupted. The breakdown of possible
Act-failures is illustrated in Figure 4.

The presented structure can be further broken down into use case-specific safety requirements. The safety requirements can be
derived systematically by covering a more complete set of safety requirements due to the application of a deductive fault tree-
based approach. The methodology is not suitable for all derived safety goals since for example C2X-communication does not
follow the specified Sense-Plan-Act pattern.

DERIVATION OF SAFETY REQUIREMENTS

In the following, the elaborated methodology is applied to the safety goal “SGO03: The automated driving system shall prevent a
collision between automated vehicles and persons”. Furthermore, the derivation is similar for SG05 and SG09 only with a
different ASIL inheritance for derived safety requirements and decomposition to architectural elements.

The division in sense, plan, and act leads to the following high-level Functional Safety Requirements (FSR):
e FSR3.1: The system shall detect objects in its required sensor perception area

e FSR3.2: The system shall not plan a harmful trajectory

e FSR3.3: The vehicle shall prevent unintended control actions

Each high-level FSR will be further broken down into low-level FSR.

Schénemann 5



w @D

Wer r,objl
Wer r,0bj2

Werr,ego

Act-failure ‘ ;\

——

<~

Steering Shifting Accelerating Braking W
O,min

\ )

Figure 4. Steering, shifting, accelerating, and braking  Figure 5. Maximum accepted ftotal error of size

are primitives that are required for vehicle control  determination and object localization is given by the

mechanisms. narrowest part in the operational domain and
measurement inaccuracies

A. Sense

Since no standard exists specifically for safety requirements of automated driving, other regulations have to be considered as a
basis. State uncertainty is represented by the functional safety requirement FSR3.1.1 - FSR3.1.3 of Table 3. and corresponding
derived functional safety requirements. The system has to detect the object’s position by localizing it. The precision of
localization is given by the narrowest part of the operational design domain W iy, the vehicle width Wy, and corresponding
measurement inaccuracies W, which may appear on both sides in worst-case. Figure 5 indicates an ego-vehicle driving straight
and approaching two objects. Beside the ego-vehicle’s localization error Werr ego, the object’s localization errors Weyr p; are
present. The ego-vehicle assesses a collision-free area due to localization errors, but in reality the ego-vehicle would collide with
a traffic participant. The total accepted localization error Wey tota 1S given by

Womin _ Wy (Equation 1)
2 2

< Womin — Wy for Werr,ego = Werr,obj (infrastructure-based)
Werr,obj = 4

Werr,total = VVerr,ego + Werr,obj =

Considering Germany’s road construction regulation and Germany’s traffic regulation, a minimum lane width W, = 2.75 m
[25][26] and a maximum vehicle width of Wy 1.y = 2.50 m [27] can be found. The overall error of size determination and object
localization for Werr ego = Werr,obj shall be less than Wy toral = Wi min — Wymax)/2 = 12.5 cm and Weyy,op; < 6.25 cm.
However, for AVP systems a parking lot width of Wp i, = 2.75 m is not profitable for the operator and a minimum parking lot
width of Germany’s parking garage regulation Wp iy = 2.30 m [26] could be considered by not allowing to enter oversized
vehicles. In that case, a look on the European’s average passenger car size of 2016 could be done [24]. Adding a safety margin
of 10 cm for withdrawn car mirrors on each side, we end up with an average vehicle width of around Wy ,,, = 2 m and therefore
an overall error of size determination and object localization of less than Wy torat £ (Wpmin — Wy avg)/2 = 15 cm and
Werr,obj < 7.5 cm.

The object can only be detected if it appears in the system’s sensor perception area. Safety-relevant areas of interest for collision
avoidance can be specified dependent on the dynamic driving parameters of the engaged traffic participants such as velocities,
timing constraints and deceleration capabilities. A definition of an area, in which the perception of objects for collision avoidance
is mandatory, has to be given. Furthermore, maneuvers that can occur in the defined operational domain as illustrated in Figure
6 have to be identified. The superposition of the maneuver-based stopping distances shows that the overall safety zone is created
by the ego-vehicle’s and the object’s travelled envelopes given by their widths and stopping distances [28].
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Figure 6. Identified maneuvers that lead to a minimum required sensor perception area: (a) driving straight with
potential frontal collision between an automated and manually driven vehicle and both vehicles are braking, (b)
intersection crossing and approaching collision partner, (c¢) driving in reverse with potential rear collision and both
vehicles braking, (d) leaving the parking spot in reverse, (e) covered object and required infrastructure support.

The worst-case concerning the stopping distance is defined as a frontal collision of an automated and manually operated vehicle
driving with v,,,, and both vehicles are braking. It is assumed that both vehicles react at the same time. The minimum required
sensor range dreq is theoretically given by the stopping distance until frontal collision and can be calculated according to

2 2 ;
Végo + Vo (Equation 2)
dreq,min = (Uego + Uob]‘) ' (tB,lag + tR,ad) + VUobj * (tR,md - tR,ad) + T + dio1
min
Thereby, the worst-case constraints are defined as presented in Table 2. Considering rather conservative values of a nearly dry
road surface and a resulting minimum deceleration of D,;, = 8 m/s?, a free running time tglag + traa = 0.5 s, worst-case
driver reaction time tg mq = 1.5 s and d¢,) = 0.5 m, we get dreqminr = 27.51 m. A worst case for a rear collision is a collision
at a maximum allowed reverse velocity of the ego-vehicle Vego = Umaxr, an object forward velocity of vop; = Vmaxr , and
braking of both vehicles. From this, a required sensor range of dreqminr = 20.88 m can be calculated. Finally, a worst case for
the perception distance to the side is given by crossing an intersection at a maximum allowed intersection crossing velocity of
Uobj = Vmaxl
vgb]. (Equation 3)
dreq,minFS = dreq,minRS = Uobj * (tB,lag + tR,obj) + ﬁ + diol
min

We end up with a required sensor perception range of dreq minFs = @reqminks = 19 m. The required sensor perception area to
the rear side is actually largest if the vehicle leaves the parking spot backwards. However, since the required sensor perception
area to the front is mandatory in many specific situations, the required sensor perception area to the rear side dpeq minrs €an be
significantly reduced if only reverse parking and forward leaving of the parking bay is allowed. Considering a parking spot
length of Lp min, = 5 m [26], we can approximate dreqminrs = Lpmin = 5 m. Objects that lie within the ego-vehicle’s required
sensor perception area and are covered, have to be detected by top-mounted sensors of the infrastructure. The elaborated safety
zone should adjust its size according to the present velocities in the sensor perception area. The overall required horizontal FoV

of 180° in the front and to the rear is required to detect moving objects in the frontal/ rear vehicle area. Elaborated functional
safety requirements are shown in Table 3.
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Table 2.
Pre-defined Constraints for Automated Valet Parking [28]

ID Description Value
co1 Maximum allowed velocities: in forward v,y ¢, in zmaXF i 3100 lﬁzéﬁ
reverse v t intersections vy, ay ; LeFdd =
eVerSe Vpmay r» at INtErsections Vpay i oo = 10km/h
Worst-case expected time delays: system response time trad =0.3s
from the plausibility check until initiating the brakes trma = 1.5s
C02 tr.ad, driver reaction time tg 4, lag time of the brake tgiae ~ trp + tsb
tp1ag given by the response time of the brake tg, and | 8 ' 2
lag o : : thag = 0.2 S
the time until buildup of deceleration tg, ’
o3 Minimum expected deceleration Dpi, = Umin * g for [ m_2
object- and ego-vehicle min = ©
C04 Safety margin dy, dioy =0.5m

1) Breuer and Bill, 2008
Table 3.
Derivation of FSR3.1: “The system shall detect objects in its sensor perception area.”

ID Functional Safety Requirement

FSR3.1.1 The system shall detect the object’s state variables sufficiently accurate.

FSR3.1.1.1  The system shall localize the object’s pose p,,; The error for size determination and object localization
shall be less than Wy ob;-

FSR3.1.1.1.1  The system shall detect objects in a 180° front and rear horizontal and sufficiently high vertical field of
view.

FSR3.1.1.1.2 The system shall detect the object’s pose p,,,; in its minimum required sensor range dreqminF> GreqminFss

dreq,minR» and dreq,minRS~

FSR3.1.1.2 The system shall determine the object’s dimensions length /.,

width w,,.. height /. in its minimum
required sensor range. The error for size determination and object localization shall be less than Wer op;-
FSR3.1.1.3  The system shall determine the object’s velocity v, in its minimum required sensor range.

FSR3.1.1.4  The system shall detect objects under all possible environment conditions in the PAM area.

FSR3.1.1.5  The system shall diagnose broken/ covered or misplaced sensors.

FSR3.1.1.6  The system shall detect objects that are covered from the vehicle’s view in its minimum required sensor
perception area.

FSR3.1.2 The system shall have an ASIL-dependent false positive and false negative rate.

FSR3.1.3 The system’s object classification shall not lead to harmful situational interpretation.

B. Plan

The navigation to a specified destination starts with mission planning. The vehicle’s position and the destination’s position are
required for mission planning. Based on the current and the destination’s position, todays graph-based search algorithms for road
networks determine a route. The computed route shall be composed of up-to-date, accessible, connected road segments that shall
be driven in compliance with traffic regulations. The functional safety requirements are equally valid for the lane assignment.
Maneuvers such as lane changes are required to reach the destination. The maneuver and the corresponding trajectory shall be
feasible, collision-free, and calculated within hard real-time constraints. Thereby, hard real-time is defined as “a missing system
response deadline leads to a collision”. Start and end of the maneuver have to be defined depending on the maneuver and
environmental constraints. Derived functional safety requirements are presented in Table 4.
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Table 4.
Derivation of FSR3.2: “The system shall not plan a harmful trajectory.”

1D Functional Safety Requirement

FSR3.2.1.1  The system shall localize its pose pop;. The error for size determination and localization shall be less than

VVerr,ego .
FSR3.2.12  The system shall localize the destination’s position. The error for size determination and localization shall
be less than We,y, ;-

C. Act

Act-failures are not further broken down since an investigation is already done in [13] and state of the art. For the sake of
completeness, functional safety requirements are illustrated exemplary in Table 5.

Table 5.
Derivation of FSR3.3: “The vehicle shall prevent unintended control actions.”

1D Functional Safety Requirement

Finally, a safety engineer has to control whether a functional safety requirement is not yet covered by another safety goal and
should inherit the corresponding safety goal’s Automotive Safety Integrity Level (ASIL). The functional safety requirements for
the remaining safety goals are shown in Table 6. in the appendix.

CONCLUSION AND OUTLOOK

The state of the art has revealed challenges for automated driving in terms of functional safety. Beside malfunctions, the safety
of the intended functionality has to be considered. The derivation of safety requirements for complex automated driving functions
leads to the completeness issue. An approach is proposed to derive functional safety requirements in compliance with ISO 26262
according to a deductive fault tree-based methodology for automated driving functions. Functional safety requirements can be
derived systematically to target the completeness issue qualitatively. The technique is applied on elaborated safety goals for
automated valet parking. Functional safety requirements are derived for all elaborated safety goals. A minimum required sensor
perception area could be specified for AVP in which the object’s parameters such as pose, dimensions, velocity, existence and
class are required to be known. The maximum accepted total error of size determination and object localization could be
identified. In future work, functional safety requirements should be assigned to functional blocks of the valet parking system
architecture. Thereby, the distribution of functionalities between the automated vehicle and the parking area management system
will be targeted and additional test cases will be derived for functional safety requirements to validate the safety concept of
automated valet parking.
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APPENDIX
Table 6.
Derivation of functional safety requirements for derived safety goals
ID Safety Goal (SG)/ Functional Safety Requirement (FSR) SG

SGO1 Unintended activation of the valet parking function outside of the PAM-controlled parking area shall be
prevented.

FSR1.1  The system shall detect if the automated vehicle’s position is located within the handover zone.
FSR1.2  The system shall detect if the automated vehicle is in standstill. SGO1
FSR1.3  The system shall have the ability to activate and deactivate the valet parking function.

FSR1.4  The system shall not activate the valet parking function without user permission.

SG02 The integrity of the communication between the PAM and the vehicle shall be ensured.

FSR2.1  The system shall control transmitted safety relevant information for authentication, identification, error
correcting, and manipulation. Transmitted data shall be encrypted.

FSR2.1.1 The system shall add to transmitted safety relevant information a check sum, a signature, a time stamp, | SG02
and an identifier. Transmitted data shall be encrypted.

FSR2.1  The system shall receive safety-relevant information in time.

SG04 The vehicle shall not start moving during embarkment and disembarkment.
FSR4.1  The system shall detect the embarkment and disembarkment of passengers with its sensors.
FSR4.1.1 The system shall detect persons in the handover and handback zones. SG04
FSR4.1.2 The system shall detect if doors are closed.

SG06 The system shall notify a human supervisor in case of a collision or fire.
FSR6.1  The system shall detect collisions.
FSR6.2  The system shall detect fire in the parking garage.

FSR6.2  The system shall stop the valet parking service by applying an emergency brake of automated vehicles | SG06
in case of a fire.

FSR6.3  The system shall notify a human supervisor via a Human Machine Interface.

SGO7 The system shall ensure that the vehicle stays within the (statically defined) drivable area during AVP.
FSR7.1  The system shall detect if a digital map of the parking garage was transferred.
FSR7.2  The system shall place the automated vehicle’s trajectories within the drivable area. SGO07

FSR7.3  The maximum distance error of the automated vehicle’s lateral control with respect to the lane center
shall not exceed Werrego-

SGO08 The valet parking function shall be disabled if people are inside the vehicle.
FSR8.1  The system shall detect whether people are inside the vehicle. SG08

Schonemann 11



